NudopMannoHHAas MAMATKA VIS 00yYalIIUXCs

C KaXOpIM TrOJOM MOJIOJIC)KH B MHTECPHETE CTAHOBHUTCS OOJNBIIE, a CTYICHTHI
OJIHH U3 CaMBIX aKTUBHBIX ITOJIb30BaTele PyHera. Mexay TeM, IOMHUMO OTPOMHOTO
KOJINYE€CTBA BO3MOKHOCTEH, MHTEPHET HECET W MPOOJeMBbl. JTa MaMsATKa JOJKHA
IMOMOYb TeOe 0€30IacHO HaXOIUTHLCS B CETH.

O nopraJje

CereBU4OK.p( - TBOI I'IaBHBIN COBETUUK B CETH. 3/I€CH Thl MOXEIIIb Y3HATH O
0C€30MaCHOCTH B CETH IMOHATHBIM M JOCTYIHBIM SI3bIKOM, a MPHU BO3HUKHOBEHUH
KPUTHYECKOW CUTyallMu OOpaTUThCS 3a COBETOM. A TakXe MPUHATH ydacTHE B
KOHKYpCax M CTaTh caMbIM TH(PPOBBIM I'pakTaHUHOM !

KoMnbroTepHbie BUPYCHI

KoMnbOTEepHBIA BHPYC - 3TO PA3HOBUIAHOCTb KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETILHON OCOOCHHOCTBIO KOTOPOM SIBJSIETCA CIIOCOOHOCTH K pa3MHOKEHHUI0. B
JOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEIAUTh WX MOJTHOCTHIO YHUUYTOXKHUTH BCE
Gdaiiyibl 1 JaHHBIC, MOJKOHTPOJbHBIC MOJIL30BATEN0, OT MMEHHM KOTOpPOro Obuia
3amylIeHa 3apaXE€HHas NpOorpamMMa, a TAaKXKE IMOBPEAUTh WM JaXKE€ YHUUYTOXKHUTH
OTIEPAIlMOHHYIO CHCTEMY CO BceMmHu (ailiamMu B 1eioM. B OOJBIIMHCTBE CilydaeB
pPacIpOCTPAHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3aIIMTHI OT BPEIOHOCHBIX MPOrpamMM:

1. Hcnonb3yd  COBpPEMEHHBIE  OINEPAMOHHBIE  CHUCTEMBI, HMEIOIINE
CEepPbE3HBIN YPOBEHB 3aALLUTHI OT BPEIOHOCHBIX MPOTrPaAMM;

2. IlocrossHHO ycTraHaBnuBaid mauth (UUGPPOBBIE 3aIUIATKH, KOTOPbIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCS C IEJNbI0 JOPAaOOTKH MpPOrpaMMbl) U ApPYTrHUe
OOHOBJIEHUS CBOEU omepanMoHHON cucTeMbl. CKauyuBail UX TOJBKO C O(UIIMATIBLHOTO
caiita pazpadorurka OC. Eciu cymiecTByeT pekuM aBTOMAaTHYECKOr0 OOHOBJICHHS,
BKJIFOYH €TO0;

3. Pabotali Ha cBOeM KOMMBIOTEPE IOJ IpaBaMu MOJIb30BAaTENs, a HE
aIMUHHUCTpaTOpa. ITO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonb3yl aHTHBUPYCHBIE MPOTPAMMHBIE MPOAYKTBI  U3BECTHBIX
MPOU3BOJAUTENEH, C aBTOMAaTUYECKUM OOHOBJICHUEM 0a3;

5.  Orpanndb GU3NUECKUN TOCTYIT K KOMIBIOTEPY JJIs1 MOCTOPOHHUX JIUIL;

6. HMcnonb3yll BHEIIHWE HOCUTEIU MH(OpMAIUKU, TaKue Kak (ielika, TUCK
uinu (aitn U3 UHTEPHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOUYHHUKOB;

7. He otkpeiBaii koMmbloTepHBIC (haiibl, MOIYyYCHHBIE W3 HEHaJIEKHBIX
UCTOYHUKOB. J[axke Te ¢ailsibl, KOTOpbIe MPUCTAT TBOM 3HAKOMBIN. JIydlle yTouHu y
HET0, OTIPABJISI JIU OH TEOE UX.



Cern WI-FI

WiI-Fi - 310 He Buja mepenadn JaHHBIX, HE TEXHOJOTHS, a BCETO
auib Openn, Mapka. Eme B 1991 rogy Huaepnaniackas KOMITaHUS
3aperucTpupoBaia OpeHI «WECAp, 4TO 0003HavaIo
cmoBocouetanue «Wireless Fidelity», xoTopelii mepeBoguTCsS Kak
«0ecTpoBOIHASI TOUHOCTHY.

Jlo Hamiero BpeMeHHM Joluia Jpyras aOOpeBuarypa, KoTopas
SBIIICTCS TAKOM e TexHosoruei. Ito abopepuarypa «Wi-Fi». Takoe
Ha3BaHMWE OBLUIO JAHO C HAMEKOM Ha CTAaHAAPT BBICIIUN 3BYKOBOM
texauku Wi-Fi, 4To B mepeBojic 03Ha4YaeT «BBICOKAS TOUHOCTD).

Jla, OecruiaTHBIM MHTEPHET-A0CTYN B Kade, OTEISIX U a3poIopTax
SBJISIETCA OTJIMYHON BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE
OKCIIEPTHI CUYHMTAIOT, 4To obmeaoctynuabie WIiFi ceTn He sBISIOTCS
0€30MacCHBIMU.

CoBeTnl 0 0e30mMacHOCTH padoTe B o0meaocTynubix cersax Wi-fi:

1. He nmepenmaBaii  CcBOWO  JIMYHYHO  HMHpOpMAIUIO  4epe3
obmenocrynusie Wi-Fi cern. Paboras B HuX, jkelIaTeIbHO HE BBOJIUTH
NapoJik IOCTYIIA, JOTUHBI U KaKUe-TO HOMEPA;

2. Wcnonb3yih W OOHOBISIM AHTUBHPYCHBIE MPOTPaMMbl U
Opanamayep. TeM caMbIM Thl 0O€30macuillb ce0sl OT 3aKa4KW BHpYyca
Ha TBOE YCTPOUCTBO;

3. IIpm ucnons3oBaruu Wi-Fi otkimroun ¢pyHkimo «OOMui 10CTy
K (aiitam u ipuHTepamy». JlanHas QyHKIHS 3aKphITa 10 YMOTYAHUIO,
OJIHAKO HEKOTOpPhIC IOJb30BATEIM AKTUBUPYIOT €& I yJa00CTBa
HCIO0JIb30BaHUA B paboTe Wi yueoe;

s, He wucnonp3yii nyommunbii WI-FI nma nepemaum  nmuusbIX
JaHHBIX, HAOpUMEp ISl BBIXOJA B CONHMAIBHBIE CETH WIH B
ANEKTPOHHYIO TI0UTY;

5. Mcnonb3yl TOJBKO 3aluieHHoe coeauHeHue uepe3d HTTPS, a
He HTTP, 1.e. mpu Habope BeO-ampeca BBoaU UMEHHO «Nttps://»;

6. B moOwibHOM Tenedone orkimoun GyHkuuio «lloakmtoueHne k
Wi-Fi  aBromatmueckm». He  gomyckaii ~ aBTOMaTHYECKOTO
HOKIFOUYCHUS ycTpoiicTBa K cetssMm WI-FI 6e3 TBoero coracus.



ConunajJbHbBIE CETH

CormanbHbIE CETH AKTUBHO BXOJAT B HAIy W3Hb, MHOTHE JTFOIU
paboTaloT W OKMBYT TaM TIIOCTOSHHO, a B Facebook yxe
3apPErMCTPUPOBAH MWJUIAAP] YEIIOBEK, UTO SIBJISECTCA OJHOU CEAbMOMU
BCEX KUTEJIEU IUIAHEThl. MHOTHE IOJb30BAaTEId HE MOHUMAKOT, YTO
uHpopmanus, pa3MeIleHHass UMH B COIMAIBHBIX CETSIX, MOXKET OBITh
HalJIeHa U UCIOJb30BaHa KEM YTOJIHO, B TOM YMCJIE HE 0053aTEIbHO C
OJlariMU HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 0 0€30MACHOCTH B COIMAJILHBIX CETHX:

1. OrpaHudb CHHMCOK Jpy3ei. Y TeOs B JIPy3biX HE JIOKHO OBITh
CJIyYalHbIX 1 HE3HAKOMBIX JIFOJICH;

2. 3Jamuimad CBOK YaCTHYK JKW3Hb. He yKaspiBal mnapouu,
TeneoHbl, ajapeca, ATy TBOErO0 POXKIACHUS WU APYTYIO JIMYHYIO
uHpopmaluio. 3JIOYMBIIJICHHUKH MOTYT  HCIOJb30BaTh  JIaXKE
MH(pOpMAIINIO O TOM, KaK Thl M1 TBOM POJUTENH IUIAHUPYETE MPOBECTU
KAHUKYJIbI;

3. 3alMIal CBOK PEMyTalMIO - JACPKU €€ B YUCTOTE W 3ajJaBau
cebe BOIpocC: XOTeN ObI Thl, YTOOBI APYTHE MOJIB30BATEIN BUACIH, UTO
Thl 3arpykaemb? I[lomymali, mpexie 4YeM 4YTO-TO OIyOJMKOBATh,
HamucaTh U 3arpy3uTh;

4. Eciim ThI TOBOpHINL C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HE
UCIIOJIb3YH CBOE PEAIBHOE UMS U APYTYIO JINYHYI0 HHPOPMALMK: UMS,
MECTO JKUTEIbCTBA, MECTO YU€Obl U MPOUEE;

5. M30eraii pasmemieHusi ¢ororpaduii B MHTepHere, TH€ ThI
M300paKEH HAa MECTHOCTH, MO KOTOPOW MOKHO OMNPEACIUTh TBOE
MECTOITOJIOKECHUE;

6. Ilpu perucrpauui B  COIMAJIBHOM CE€THU  HEOOXOJUMO
UCIIOIb30BaTh CJOXKHBIE MAPOJIHU, COCTOSIINE U3 OyKB W HHUPP U C
KOJIMYSCTBOM 3HAKOB HE MEHeEe §;

7. JIuist colmanbHOM CETH, MOYTHl U JAPYTHMX CAWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mapoju. Torga ecinu TeOs B3JIOMAKOT, TO
3JIOYMBIIUIEHHUKY TIOJy4YaT JOCTYH TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.



JJIEKTPOHHBbIE 1€HbI'H

JJIeKTPOHHbIE J€HbI'M — 3TO OYEHb YJAOOHBIM CHOCOO
IJIaTEKEW, OJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST
MIOJYYUTh ITU JICHBIU.

DIIEKTPOHHBIE AEHBI'M MOSIBUINCH COBCEM HEJABHO U UIMEHHO W3-
3a 3TOr0 BO MHOTHX TOCYAapCTBax JI0 CUX ITOP HE MPOIMKUCAHO PO HUX
B 3aKOHAaX.

B Poccun ke oHM (YHKIHMOHUPYIOT U O HUX YK€ MPOIKCAHO B
3aKOHE, T/I€ UX PA3JCISIIOT HAa HECKOJIBKO BUJOB - AaHOHUMHBIC U HE
aHOHUMHBbIE. Pa3HUIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paspeliaeTcs  IPOBOAUTH  omeparuu  0e3  HACHTH(HUKAIUU
MOJIb30BATEIIsl, 2 B HEAHOHUMHBIX HWJICHTU(HUKAIMU T10JIb30BATENS
ABJISICTCS 00S13aTEIBHOM.

Taxxe crneayeT pasadyuarh dJIEKTPOHHBbIE (UATHBIC JICHBIU
(paBHBI TOCYJIApCTBEHHBIM BaJlOTaM) M DJICKTPOHHbIC He(UATHBIC
JIEHbI'M (HE PaBHBI TOCYJJAPCTBEHHBIM BAIIFOTAM).

OCHOBHBIE COBETBI
1o 0e30nmacHOM padoTe ¢ JTEKTPOHHBIMHY JIeHbI AMU:

1. IlpuBsixku k cyeTy MOOUITbHBINA TeIe(OH. ITO caMblil YIOOHBIN U
OBICTPBIM CIIOCOO BOCCTAHOBUTH JOCTYH K c4yeTy. [IpuBsi3aHHBIN
TeneOH TMOMOXKET, €CIM 3a0yAellb CBOM IUIATEKHBIA MapoJib WU
3alJIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonmb3ynn omHopaszoBeie mnaponu. Ilocne mepexoma Ha
YCUJICHHYIO aBTOpH3aIlUi0 TeOe yke He OyJeT yrpokaThb ONAaCHOCTh
Kpa)KY WM TIEPEXBATA MIIATEKHOTO MTAPOJIS;

3. BbpiOepu cioxsblid maposib. IIpecTynHukam OyneT HE IpOCTO
yrajaarb CIOXHBIA Mapoab. HanexsHele maponu — 3TO Napou,
KOTOpBIE COJIepKaT HE MEHEE 8 3HAKOB M BKJIIOYAIOT B C€0s CTPOUHBIC
U MPONKCHBIE OYKBBI, IU(MPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
noJinapa, GyHTa, BOCKIUIIATEeNIbHBIN 3HaK U T.1. Hanmpumep, StRONQ!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaWTax, KOTOPbIM HE
IOBEPSCLID.



DJIEKTPOHHAS IM0YTA

DJEKTPOHHASL MOYTA — 3TO TEXHOJIOTUS W MPEIOCTABIISIEMBIE
€10 YCIYTd IO MEPECHUIKE U TMOJYUYECHHUIO JICKTPOHHBIX COOOIIECHUM,
KOTOPBIE  pACHPEACISIIOTCS B KOMIBIOTEpHOM ceTh. OOBIYHO
AJIEKTPOHHBIN TMOYTOBBIM AWK BBINVIAUAT CIEAYIOMKUM 00pa3oMm:
UMsI_TI0JIb30BaTENA(@uUMs_JTIoMeHa. Takke KpoMe Inepeaadu mIpoCcToro
TEKCTa, UMEETCSI BO3MOXXHOCTh NIEpEIaBaTh (haiisibl.

OCHOBHbBIE COBETDI
1o 0e30nacHOM padoTe ¢ JJIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mpaBWIbHBIA MOYTOBBIA cepBUC. B mHTEpHETE
€CThb OrPOMHBIA BBIOOpP OECIIATHBIX ITOYTOBBIX CEPBHUCOB, OIHAKO
JIy4IlI€ JOBEPATH TEM, KOI'O 3HACIIb U KTO IEPBbIM B PEUTUHIE;

2. He yka3piBaii B JHMYHOM IIOYTE€ JIMYHYIO HHGDOPMAIIHIO.
Hanpumep, Jydmie BbIOpaTh  «MY3bIKaJIbHBIM (paHAT@» WU
«pok2013» BmecTo «temal3»;

3. Ucrionb3yl ABYXATANIHYH) aBTOPHU3ALMIO. JTO KOrJa IOMHUMO
napoJisi Hy’)KHO BBOJUTH KOJI, MPUChLUTIaeMbIi o SMS;

4. BeiOepu ClOXKHBIM Mmaposb. JJIs KaXJ0ro mOYTOBOrO SIHUKA
TOJKEH OBITh CBOM HA/CKHBIN, YCTOMUUBBIN K B3JIOMY MapOJIb;

5. ECii  ecTh BO3MOXKHOCTh Hamucarb CaMOMYy CBOW JIMYHBIA
BOIIPOC, UCIIOJIb3YH 3TY BO3MOKHOCTb;

6. ICI01b3y#l HECKOJILKO MOYTOBBIX ALIUKOB. [IepBbIil 111 YaCTHOMN
NEPENUCKA C  aJpecaTamMd, KOTOPbIM Tbl JIOBEpPAECHIb. IJTO
AJIEKTPOHHBIM aJpec HE HAJO0 HCIOJIb30BAaTh IPU PETUCTpALIMA HA
dbopymax u cailtax;

7. He oTkpbIBaii (ailyibl U Apyrue BIOKEHUS B TUCbMax Ja)ke ecliu
OHU IPHUIIUIM OT TBOUX ApPYy3eu. JIydle yTOUHU y HUX, OTHPABIISIINA JU
OHM T€O€ ATH (PaJIbI;

8. [locme OKOHYaHUS pPabOTHI HA TMOYTOBOM CEpBHCE Tepe
3aKPBITUEM BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BeIATIY.



KubepOysimHI Wi BUPTYaAJIbHOE
U31eBaTeJIbCTBO

KubepOyaiaunr — IIPECIIEIOBAaHUE COOOIIEHUSIMH,
CoJIep>KallluMU OCKOPOJICHMSI, arpecCHlo, 3alyTMBaHUE; XYJIUTaHCTBO;
CoIfMaJibHOE OOMKOTHPOBAHHE C IIOMOINBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 00pbOE ¢ KNOEPOYLIIUHIOM:

1. He Opocaiicsa B Oou. JIyummii crioco0: MOoCOBETOBATHCS Kak ce0s
BECTU M, €CJIM HET TOro, K KOMYy MOXHO OOpaTUTHCS, TO BHaYaje
yCIokouTbcsi. Eciyu Thl HayHENIb OTBEYaTh OCKOPOJCHUSIMH Ha
OCKOPOJIEHUSI, TO TOJIBKO €111€ OOJIbIIE Pa30kKKEIIb KOHPIUKT;

2. YmnpaBisi cBoeil kubeppemyTaluei;

3. AHOHUMHOCT, B ceTtd MHHMas. CyIIecTBYIOT CHOCOOBI
BBISICHUTbh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crTouT BeCTHM XyJUTaHCKUH o00pa3 BUPTYaJbHOM >KHU3HM.
NuTepHeT GUKCUpPYET BCE TBOM JACUCTBUS U COXPAHSET UX. Y JAIUThH
ux OyJeT KpailHe 3aTpyAHUTEIIbHO;

5. CobOmroait cBOM BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii €IMHAYHBIN HETaTUB. OnHOpa3oBbIE
OCKOpOUTENIbHBIE COOOIIEHHS JIydllle UTHOPUpOBaTh. (OOBIYHO
arpeccus MpeKpaIlacTcs Ha Ha4YaJlbHOM CTaIuH;

/. ban arpeccopa. B mporpaMmmax oOMeHa MIHOBEHHBIMU
COOOIIIEHUSAMH, B COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH
OTIPABKU COOOIIECHUH C ONPEICTICHHBIX apPECOB;

a. Ecnu T cBHAETENH KNOEPOYUIMHTA. TBOM NEHCTBUS: BRICTYIIUTh
IpOTUB IIpeciieioBaTeNisd, IOKa3aTh €My, 4YTO €ro JeHCTBUS
OIICHUBAIOTCS HETaTUBHO, IMOJJIEp)KATh KEPTBY, KOTOPOW HY>KHA
MICUXOJIOTUYECKAass  IMOMOIIb, COOOIIMTh B3pOCIBIM O  (akKTe
arpecCUBHOIO MOBE/ICHUS B CETH.



MoOniabHBIN TeaedoH

CoBpemMeHHbIe cMApT(OHBLI M IJIAHIIETBHI COJAEPXKAT B cede
BITOJIHE B3POCIbIN (yHKITMOHAJ, U TEIEeph OHU MOTYT KOHKYPHUPOBAaTh
CO CTallMOHAPHBIMU KOMIIbIOTepaMu. OJHAKO, CPEACTB 3aIUThI IS
NOJOOHBIX YCTPOWCTB IOKA OYEHb Mayio. TeCTUpOBaHUE W IIOMCK
yS3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak mis [1K, To
K€ caMOe KacaeTcsl 1 MOOMIbHBIX MPUIIOKESHUM.

CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl YK€ MPAKTUUECKU JIOTHATIN
HACTOJIbHBIE aHAJIOTU, OJHAKO pacIIMpeHue (PyHKIIMOHaIa BJICUET 3a
c000#1 OOJIBIIIYIO CJIOKHOCTh M MEHBIITYIO 3aIUIIICHHOCTb.

Jlaneko He Bce TMPOU3BOAUTEIN BBIMYCKAIOT OOHOBJICHUS,
3aKPBIBAIOIINE KPUTHUYECKUE YSI3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI [Jisl 0€30MaCHOCTH MOOMJIBLHOIO Tejae(oHa:

1.Huuero He sBISIETCA IO-HACTOAlIEMY OeciulaTHbIM. bynab
OCTOpPOKEH, BeIb Korja Tebe MpejjaratoT OeCIIaTHBIA KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIaTHBIE YCIIYTH;

2.Jlymaii, npexae dyem otnpaButbh SMS, ¢oto umu Buaco. Thl
TOYHO 3HACIIIb, TJI¢ OHU OYIyT B KOHEYHOM HUTOTE?

3.Heob6xoaumMo OOHOBIATH OMNEPAIMOHHYIO CHUCTEMY TBOETO
cMapThoHa;

4.VIcrions3ydl  aHTHBUPYCHBIE MPOTPaMMBI  JJII  MOOMIIBHBIX
TeJe(pOHOB;

5.He 3arpyxaii mpuIoKeHHs OT HEU3BECTHOTO HCTOYHHKA, BEIb
OHHM MOTYT COJIEpP>KaTh BPEJIOHOCHOE MIPOTpaMMHOE 00€CTICUEHHE;

6.Ilocne Toro kak Thl BBIHJECIIH C calTa, TJ€ BBOAWI JUYHYIO
nHGOPMAIINIO, 3l B HACTPOMKH Opay3epa U yaaiau COOKIES;

[ Ileppoandecku MpoBEPsi KaKue IJIaTHBIC YCIYTH aKTHBUPOBAHBI
Ha TBOEM HOMEDE;

8.JlaBaii cBOW HOMEp MOOWJIBHOTO TeliepoHA TOJIBKO JIHOMSIM,
KOTOPBIX ThI 3HACIIH U KOMY JIOBEPSCIIb;

0.Bluetooth momken ObITH BBIKIIOYEH, KOrga Thl UM HE
noJsib3yenibesi. He 3a0pIBail MHOT 1A MPOBEPSITH ATO.



Online urpsl

CoBpeMeHHBbIE OHJIAMH-UTPBI n 3TO KpacCOYHBIE,
3aXBaThIBAIOIIUE PA3BICUCHUS, OOBEUHSIIONINE COTHU THICSY YETOBEK
no Bcemy Mupy. Urpoku HcclenyroT MaHHBI UM MHUpP, OOIIAIOTCS
IpyT C APYTOM, BBINOJHSIOT 3aJaHUs, CPAKAKTCSI C MOHCTPAMHU U
MOJYyYarOT OIBIT. 3a YJOBOJBCTBUE OHM IUIATAT: ITOKYIAKOT JHCK,
OIIAYMBAIOT AOOHEMEHT WJIM MIPUOOPETAIOT KAaKUE-TO OMIIUM.

Bce 3Tm cpencrBa uayT HAa MONJIEPKAHWE W PA3BUTHUE UIPHI, a
TaKkX€ Ha camMy 0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI
aBTOpPU3ALIMH, BBITYCKAIOTCS HOBBIC MaTuM (IUPPOBBIC 3aIIATKUA JJIS
IpOrpaMm ), 3aKpbIBAKOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX wuUrpax CTOMT ONacatbCi HE CTOJBKO CBOUX
COIIEPHUKOB, CKOJIbKO KPayXKM TBOETO IApOJid, HA KOTOPOM OCHOBaHa
CHUCTEMa aBTOPU3AIUU OOJIBITUHCTBA UTP.

OcHoOBHBIE cOBETDHI 110 0€30IIACHOCTH TBOET0 UTPOBOTO0 AKKAYHTA:

1. Ecnm gpyroil urpok BemeT ce0si IUIOXO WIM CO3JaeT Teoe
HEMPUATHOCTH, 3a0JIOKMPYH €ro B CIIMCKE UTPOKOB;

2. Tloxkamyiica aJIMUHHCTpATOpaM WIPhl HA IUIOXO€ ITOBEIACHUE
3TOr0 WIPOKA, KEJIATEIbHO MPUIIOKHUTh KAKUE-TO HOKA3ATEIbCTBA B
BHUJIE CKPUHOB;

3. He yka3piBaii 1uuHyt0 nHGOpMAIUIO B podaiiie Urpsl;
4. YBaxal OPyrux YYaCTHUKOB IO UTPE;

5. He ycTaHaBinuBail Heo(pUIIMAIbHBIC MTATYH U MOJIbI;

6. VCIOJIb3y#l CIIOKHBIE U PA3HbIE NTAPOJIU;

7. Jlaxxe BO BpeMs UIPbl HE CTOMUT OTKJIIOYATh aHTUBUPYC. I10Ka ThI
Urpaelib, TBOM KOMIIBIOTEP MOI'YT 3apa3uTh.



OUIIHHT WIHA Kpaika JIMYHBbIX JJaHHbIX

OOBIYHOM Kpakel JICHEeT M JIOKYMEHTOB CETOJHS YK€ HUKOTO He
YAUBUII, HO C Pa3BUTHEM MHTEPHET-TEXHOJOTHH 3JI0yMBIILICHHUKN
NEPEMECTHIINCH B UHTEPHET, U TIPOIOJDKAIOT 3aHUMAThCS «TFOOMMBIMY)
JCIIOM.

Takx mosBHIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIIH
¢umuHT, TJaBHasS IE€Jb KOTOPOTO COCTOMT B  MOJYYCHHUH
KOH()HICHIINATBHBIX JAHHBIX TOJIb30BATEICH — JIOTHUHOB W MTApOJICH.
Ha anriuiickoMm s3beike phishing unraercs kak ¢pumunr (ot fishing —
pBIOHAS JIOBJISA, PASSWOrd — mapoib).

OcCHOBHBIE COBETHI 10 00pbOE ¢ PUIIMHTOM:

1. Cnequ 3a cBOMM akKayHTOM. Eciu Thl mogo03peBaciiib, YTO TBOS
aHKeTa OblJa B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKUpOBaTh €€ U
COOOIINTH aIMUHUCTPATOPAM PECYpca 00 ITOM KaK MOKHO CKOPEE;

2. Vcnionp3yit Oe3omacHble BeO-CalThl, B TOM 4YHCJE, HHTEPHET-
Mara3vHOB U TTIOMCKOBBIX CUCTEM;

3. Mcrnonp3y#l CloXHBIE W pa3Hble Mapoyii. Takum oOpa3zoM, ecliu
T€Os B3JIOMAIOT, TO 3JOYMBIIUIEHHUKHA MOJy4YaT AOCTYH TOJBKO K
OJIHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JI0MAaJIM, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIe J0OAaBJICHBI Y T€OSI B JAPY3bsiX, O TOM, UYTO TEOsS
B3JIOMaJid Y, BO3MOXKHO, OT TBOETO UMEHU OYJIET PacChlIaThbCA CIIaM U
CCBUIKM Ha (DUIITMHTOBBIC CANTHI;

5. YcranoBu HanexHbid napoib (PEM) Ha MoOWIBHBIN TenedoH;

6. OTKJIIOUM COXpaHEHHUE MapoJis B Opay3epe;

/. He oTkpbIBail Qaidsibl U Ipyrue BIOXKEHUS B MMUChbMAX JAXe €CIu
OHM MPUIIJIA OT TBOMX Apy3eu. JIydllle yTOUHHM y HUX, OTIPABIISIIN JIU
OHH TeOe 3TH (halIIbl.



Hudposas penyranus

Hudpoasi penmyrammsi - 3TO HEraTuBHas WU MO3UTUBHAS
uHpopMaiusi B cetu o Tebe. Kommpomerupyromas uHOpMaIus
pa3MelIeHHasi B UHTEPHETE MOXKET CEPhE3HBIM O00pPa30M OTPA3UTHCS
Ha TBOeW peaynbHOM >xku3HH. «lludpoBas pemyrtarus» - 3TO TBOH
UMUK, KOTOPBIN (hopMupyeTcsa u3 nHGopMaluu 0 Te0€ B UHTEPHETE.

TBO€ MecCTO KUTENLCTBA, YUEObl, TBOE (PUHAHCOBOE MOJIOKECHUE,
OCOOCHHOCTH XapakTepa M paccka3bl O OJNM3KMX - BCE ITO
HaKaIlJIMBAaeTCs B CETH.

MHorve noApoCTKH JIETKOMBICIIEHHO OTHOCSTCS K ITyOJIMKaIuu
auyHoM wuHpopManuu B HHTEepHETe, HE TOHHMMAasi BO3MOKHBIX
nocieAcTBUil. Thl HaXe HE CMOXKEMb J0ragarbCsi O TOM, 4YTO
dororpadusi, pasMelIeHHass S5 JIeT Haszal, craja NPUYUHOM OTKasa
IPUHATH TeOs Ha padoTy.

KomMmeHTapuu, pasMmenieHue TBoux Qotorpadbuit u apyrue
JEUCTBUSI MOTYT HE UCYE3HYTh JIa)KE MOCIIE TOr0, KaK Thl UX yAAJIUIIIb.
Thl HE 3HaElIb, KTO COXpaHWI 3Ty MH(OpPMAIMIO, MOMNaja JU OHA B
MOMCKOBBIC CHCTEMbI M COXpaHWIach JIM OHA, a T[JaBHOE: YTO
NOAYMAIOT O TeOe OKpYysKarollee JIIOJW, KOTOpPhIE HAWIyT U yBUJIST
sT0. Halitn nadopMaiuio MHOTO JIET CITYCTsI CMOXKET JIFOOOH - KaK U3
T00pbIX MOOYXXAEHUI, TaK U C HAMEPEHHEM NPUYUHHUTH BpEId. ITO
MOKET OBITH KTO YT'OIHO.

OCHOBHBIE COBETHI 110 3aIUTE UM(PPOBOU penyTalunm:

1. ITlomymaii, mpexae 4eM 4TO-TO IMyOJIMKOBaTh W NEPENABATh y
ce0s B OJ10re MM B COIMAJILHOM CETH,

2. B nHacrtpoiikax mpoduiis yCTaHOBH OrpaHUYEHHUS] HA MPOCMOTP
TBOETO MNPOQUIA U €ro COAECPKUMOTO, CHENAl €ro TOJBKO <«IJIs
Ipy3en»;

3. He pasmemaii u He ykaszpiBaili MHGOPMAILUIO, KOTOpas MOXET
KOTr0-JIN0O OCKOPOJISATH UK OOMKATh.



ABTOpCKOE NIPaBo

CoBpeMeHHBIE CTYJICHTHI - aKTUBHBIC TOJIH30BATEIHN IUPPOBOTO
npoctpancTBa. OJHAKO JajleKo HE BCE 3HAIOT, YTO IMOJIb30BAHUE
MHOTUMHU BO3MOKHOCTSIMU HMGPOBOr0 MUpa TpPeOYEeT COOIIOJCHUS
paB Ha UHTEJUICKTYalbHYI0 COOCTBEHHOCTD.

TepMHUH «UHTEIUIEKTyaJlbHAA COOCTBEHHOCTBY» OTHOCHUTCS K
pPa3IMYHBIM TBOPEHUSAM YEJIOBEYECKOIO YyMa, HAYMHAs C HOBBIX
M300pETEHUN U 3HAKOB, 0003HAYAOIINX COOCTBEHHOCTh HAa TPOAYKTHI
U YCIyTH , ¥ 3aKaH4YMBas KHUTamu, poTorpadusmMu, KHHOPUIbMaMU U
MY3bIKQJIbHBIMU MPOU3BEACHUSIMU.

ABTOpPCKHME TMpaBa - OJ3TO IIpaBa HA HWHTEIUIEKTYaJbHYIO
COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH, JIUTEPATyphbl U HMCKYCCTBA.
ABTOpPCKHE TpaBa BBICTYNAKOT B Kaye€CTBE TapaHTHU TOrO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKHUIM TPYJ aBTOpa HE OYJET HaNpaCHBIM,
JaCT €My CIpaBEIJIMBBIE BO3MOXXHOCTH 3apaboTaTh Ha pe3yJsibTaTax
CBOETO TpPYy/Ja, MOJYyYUTh H3BECTHOCTh WM Mpu3HaHue. Hukro 0e3
pa3peleHuss aBTopa HE MOMKET BOCIIPOU3BOJUTH €r0 MPOU3BEICHHUE,
pPacCIpOCTPaAHSTH, nyoJIMYHO  J€MOHCTPUPOBATh,  IPOJABaTh,
UMIIOPTUPOBATh, IyCKaTb B TMPOKAT, MyOJMYHO HCIOIHATD,
MOKa3bIBaTh/UCIIOJHATH B 3(Hpe WK pa3MeniaTh B IHTepHETE.

Hcnonb30BaHUE «IIHUPATCKOr0» IMPOrpaMMHOTO 0OecIeueHus
MOXET IPUBECTH K MHOTHUM PHUCKaM:. OT IMOTEPU JAHHBIX K TBOUM
aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, I'I€ YCTAHOBJICHHBIMN
HE JIeraJibHasg TmporpamMma. He cTouT Takxke 3a0bIBaTh, YTO
CYIIECTBYET JICrajibHble U OCCIIJIATHBIE POTPAMMBI, KOTOPhIE MOYKHO
HallTU B CCTH.



